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SECURITY

THIS DOCUMENT IS THE PROPERTY OF
H.B.M. GOVERNMENT, and is issued for the

information of officers and responsible officials

The officer or official in possession of the document
will be responsible for its safe custody and that its
contents are not disclosed to any unauthorized person.

The document will be kept under lock and key when
not in actual use

Officers commanding units and establishments, &c.,
are responsible that appropriate circulation is given to
this document

REOSHFNITR@IRINSORSE P

BROCHURE FOR USE OF OVERSEAS
CENSORSHIPS

(CODE SECTION)

Tue WAR OFFICE,
LLoNDON, S.W. 1I.

Any person other than the authorized holder upon obtaining possession of this
document by finding or otherwise should forward it, together with his name and
address, in a closed envelope to the Under-Secretary of State, The War Office,
London, S.W.1. Letter postage need not be prepaid ; other postage will be refunded

All persons are hereby warned that the unauthorized retenlion or destruction of
this document is an offence against the Official Secrets Acts, 1911-1920.

SECURITY B 408
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FOREWORD TO THE CODE SECTION

What is Code ?

Several definitions have been used to describe Code. It has been spoken
of as a disguise; as a method of clothing words and sentences so that only those
with special knowledge can see through the disguise; as the cloaking of informa-
tion so that only the initiated can pierce the veil.

Code dates from the earliest days, and every time it appears it has acquired
new forms, for man’s ingenuity continues to invent new ways of hiding things
from the general public and revealing them to the chosen few.

In some countries Code is made the object of special study so that, if occasion
arises, it can immediately be adopted for transmitting information between one
country and another without the name of the sender or the information becoming
known to any unauthorized person.

And when it is a question of finding out whether a document contains Code,
or whether a letter covers more than meets the eye, there is immediately begun
a battle of brains.

Imagination must be met by imagination, guile must be faced by guile. All
possibilities must be considered and weighed with probabilities and improba-
bilities. And finally, it must be decided whether the verdict shall be guilty, or
not guilty; whether the document contains Code or not.

And if, in the strivings between the examiner and the sender of the letter,
the latter succeeds in baffling the former, let this only make him strive the harder
not to allow himself to be baffled twice.

It is in order to -minimize, as far as posible, the chances of Code escaping
the examiner’s eye that the following pages have been written.

CODE SECTION

The first steps to be taken will be the instruction of the potential staff of
first examiners on  things to look for ” which may indicate that a letter under
examination may contain some message other than at first appears by the context.
And it is important to impress on this potential staff the responsibility which rests
upon them, as first examiners, whether a letter which may be suspicious goes on
its way quickly, or whether it is submitted for special testing as a result of thei
instruction.

If this potential staff is being instructed in classes, it is advisable that each
class shall be instructed on exactly the same lines so that eventually all examiners
have the same knowledge and are working on the same lines.

This brochure deals only with “ visible ” means (although hidden or dis
guised) as distinct from letters which may have some message in a secret method
which requires chemical or physical treatment to reveal it.

It is a great help to examiners for them to visualize some of the methods
likely to be used and therefore illustrations, if possible, on a screen or by other
means should be shown to cover all the points the instructor wishes to convev
Preferably actual specimens, if available, should be shown—if not available.
specimens should be made to illustrate the points.

3042
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4 5

The following are suggestions for instructing such classes: — Lllustration No.
In the first period, before it is realized how strict is the Censorship, attempts

will be made to send messages in rather blatant forms, and therefore it is best to | y Jaids . =

deal with the very obvious signs first and these include the following : — HSAODESEERRESS HPTEN ‘ ' PKLVQ

: EYV ]G BNBVZ OGRLY T T VX

: - ; : ; AQOCIS CJHKO XRHPE £ I ACTWV

1. Numerals arranged in groups ov inserted in other ways in the letter; or groups OOEZR I"‘!\'Zl\"(‘ ]’I\H\'\]' A TEUN I\IR\I\
of letters which do not make words. MEAGS VLIBV KKOKV VIIYA BVKUN

Geneva, 15.7.

Any figures unnaturally or persistently introduced into the text should be
watched for. Decode of the above :—

Go to Clydebank and try to get particulars of new ships about to be laid
: . : down and report as soon as possible. Further orders later regarding

> — Qe W 3117 7 N Qe x - . c < B

Comment.—These will usually be: other yards, M.
a) Ordinary figure codes.
[)] I)l(\“’()n;“'}' (‘()d(“\‘,‘ _‘IL'/II(H{. *l]l(' illp]lil])t‘l ]ill\ lﬂ('ﬂ‘i‘\' l)t’l'ﬂ 1['2111\1)()\(‘(1 })\ the use ()f lllt' f‘lgul'('\
; 1472 written and repeated under each letter of the clear message and then by
d) transposing either 1—4—7—or 2 places forward as the case may be—the resulting
letters divided into groups of five form the message.

Business codes.
1) Transposed or manipulated alphabets.

(
(
(
(

Figures persistently introduced into the text are often so introduced for the
purpose of drawing attention to the key of a Code when (as often occurs) it is . T'o decode transpose the letters backwards by using the figures 1472 as above
changed from time to time. .

4 . _ ; Encoding:—Go t o Clydebank, etc.
[llustration No. T is an ordinary business code. 14 72 I47214721, etc.
. - . . e x DEFFFFHP ST
[llustration No. 2 is an alphabetical transposition. HS $AQ | DEEEEFHPL,  etc.

Decoding :—HSAQD PFFFF HPL,

A7 2 AT A 7 D ST Ay T

Illustration No. 1 GotoC lydeb ank,

Copy letter introducing numerals in groups.

10788 60540 59672 2. Arbitrary Symbols.
Many examples could be given of these but the design of the symbel does
10 Wouk e Pem e oncem e NS s R not matter as any symbol can be used to represent a letter. Particularly look
for the introduction of shorthand symbols interspersed in the longhand. They
numbered 211 of the 7th July 1915 was are usually not the complete shorthand sign for a word as this would be too
: obvious, but they are the elementary shorthand symbols representing the letters
received on August 8th and has been of the alphabet, or sections of the words, and a message is thuls spelt out or divided
forwarded. up. Astronomical symbols or references to astronomical subject should also
_ ‘ be looked for.
2. We have to give you the following

Comment—(a) Each symbol represents a letter and decoding is usually

a simple matter if the message is sufficiently long.
3 (b) The introduction of shorthand symbols is really important and some-
tatives of 45564 15077 and 69821 one who knows shorthand should examine letters suspected of containing them.
It is possible that a person who hardly knows what shorthand looks like would
pass letters with these symbols in them. Someone must have, or acquire, a
You may then have to go on to 41139 knowledge of the various systems used from the earliest times as old and other
to receive the 79805 23100 65400 but little-used systems are still capable of being used to make a kind of private code.

wait till you receive orders. Letters

further instructions : —

Go to 10586 to meet the represen;

who will give you further instructions.

(c) Astronomical subject and signs are referred to because in a certain
country some high officials were known by these signs and may be so referred
from there should be submitted to to in letters.

32076 and 46798 who will 64087 52232

to 66475 78649 45523. Illustration No. 3 is an ordinary symbol code.

f 6 S SMERETD £ e ERECl B Illustration No. 4 is a letter with shorthand symbols introduced between the
follow the instructions. longhand words.

» I'he :gmup\ qu figures here are imaginary. I'his can be taken from any figure Illustration No. 5 1s a very old shorthand still capable of use as a private
code such as business codes or privately arranged codes. system

(3842) +
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Illustration No. 3
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[llustration No. 4

Aws

Ay s Gonge L

Wi zll 0o 70 lcewe
Ctveloonne Hor, avd & Reats —
/7/14//7///4/4 Che a9 2vtlld @r Fozsr e
“ . A 7o He Cobeiniizriccs . /ME
Ao e Janky wild act, A
ov %Mﬂ( Pathen 20 7007 Foo WL
e e fie: 26 79 /?@MH/&?« =
Fovs ArSile avan %74 o A
Pt etems o endd Lot I wecppeoc
A wrll e iy Tt Men ave
g xd Niees 47&1/1/1/'!/'(4/" a
franty ! A AT ol
et be Sormnct — By Har +/
M) Come ~rrn. A Aoy P
46“,, 74,”, zt Mﬂn&;‘ I, ’M//VV
Message in shorthand in the above : —

Transports will leave Folkestone Monday Dawn.
at Hythe.

Troops now massing
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[llustration No. 5
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Illustration No. 6
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- =

A 17th Century system of shorthand. (Zhomas Shelton, 1631). It / L ALy n e T
/ ) ) D) “hq, £ A (A Cad™e g / e P G 7 -~

(«,M. e 77;44{ TRr Uy o S Py AR hie

“

D ;
x { ™~ /
Extraneous marks, underlining of words or figures, dots, etc., including the /C}\P r‘f PRGN (R s i TR P “leww U
deliberate underlining of dates or other figures. tH? ( SaN SEL eE o o (

The usual dotted letter, if the dot is made either above or below the letter, {a (g / % :
is fairly obvious and should not escape notice but particularly look for , Tk "l Yty g dn VAV P
“dotting ” of the letter by pressure with some blunt instrument—such as a J AL e Cndd Kav< b o rpmy &g il
wooden skewer—on the ink itself so that it is not noticeable at all from the front hor LA bt k‘.-«Pk Fundired o tai- G bty 72
but appears at the back of the paper in the form of a raised bump. awrh b, U o v fas /\’rﬂ 2 atrs b
4.,, ML, Fs, . Llall ad wAar % L gk

(il '...;fki-n,m—a, @ 4t Shan'r Sffn il

]

Comment. This includes : — "

‘~
(a) marked letters which do not always make proper words when extracted L_._
but are frequently a manipulation of the alphabet.

(b) underlining of figures often used as the key to the message in the letter, Messarehntihetabove:
- Message ¥ —
elc? g
I saw in Brighton a P. man who got away (Malorey). He knew you.
[llustration No. 6 shows very finely dotted letters.
[llustration No. 7 shows marked words

/

[llustration No. 8 shows duplicated letters made by altering the alignment
of the typewriter. (Please notice the weakness in the use of the method in that
the end of the letter is entirely free from the duplicated letters which shows that
the “ errors " in the typing in the first part of the letter are deliberate.)

Illustration No. g shows thickened words and letters which are significant.
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e e N .
Tlustration No. 7 [llustration No. 8

T.r0. 18

. London, 22md: November 1935
/75/ dean Ovarm
%ﬂk/‘éﬁ Neacked e s y7/ ﬁ.,% fere i/ My dear Williams,
C ( : 2 i, wll od il ansd Your letter of the Eth was received with
great pleasu¥e by the whole family. It is so loAg
Eondihirie 7/44401160 4 Yz .%4-&44 a g
e . G H#E '
4/'”/“ 4 Jo{m e W M o/ However, we were glad to hear beforé we left and to know
tinprrvement &a/.:mr 20 2267 s Fnct brrp Shmre that you are all well.
A7 Aecenn yweld QUXIDY‘ I mrr 1AL a7ty T think things are impro¥ing don't you?
/6 4 g 7 = Lektn . 77 R Thére has besn a pretty ool set-back in business
thrdugh these ¥ery troublesome times and I don't supposé

W agaen . lre Rawe Uery Fro Spmcrccar amot How are thines with yol? We hope they aré not
Coste choanee /amgt.n.f/éz/’ Alt/"we ate M too bad although we realife times must be @ifficult over

ML CAr e W_) Hhens o ane % there. We were very gl@d to hear of your boy's suecess

8ince we hsard from you that we were exPecting te

leave fo¥ the week-end again withou¥ any letters.

we shall make up fof lost time before the end of the year

so far as finances are concerned.

in his examination and hope it is only the besginning of a

Mave aeten yyere. ﬁ{(‘//:,?a‘/.’ S o A

‘V/W M‘W?MW ‘%7 W/MM We have attended to the 1ittle business you
7MWWMMM j‘ru/w V’” asked us about and evexrything is now in order and you need
/&4"‘ 7 /é’?“ ot Al a7 AR M'/M not worry about it any more. The firm in question will
%Wq' ’y'él‘“” 22 Wby ﬂym.f e 4 pay the amount due to us and we shal! hold it for you until.

Asn d&x/’ddfv mm;uflm/ W,,,, you say what you wish us to do with it
}&l/n«f ot 42 whk Afzens BT fomzr mts Let us hear from you again soon.
bt e /@MA/IJ %@M / ‘ Yours etc.

Message in the above : —

very successful career. We are sure he deserves 1it.

Camp conditions are terrible. Very little food. Bad treatment. Much The message conveyed by means of the duplicated letters 1s

discontent. But the people have very little. If what we hear is right they are 5 transports leave Dover Tuesday.
feeling the shortage. ‘
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Illustration No. 9

/(-lﬂ-rLM—rt, 7 A~ A%
A clean ﬁ(‘?/ :
Diarts fh yrut lofle. oot o frrir g ore focporg
C/uct/m’ it Tk Coraetiond. fruever sriened aoc rray /&766
foL Mo Azu,u( (e e mz.d/ J(('/\c frat ({{/ﬂr o g Jm/dﬂy
wrld /Leg} o puf a -//z'/u b fhve dnea il waa. %z Prne abna
Ae new Aoee doso Yn ).'/0‘( ﬁ,r/u‘ 47 rgve e e rocef
S Mok cvergtlong i fher Ao befer fr everyre. O
CA""”?( 5o (/(W( o d we cuc &'—Uf{,‘,zm\ﬁ /-zum 2zl £ of /‘7’”""'
iy, ovnct Sfrnes) all wnls be well.: Yoirs [o7her came
:Ct,ﬂonq b crn Fwrne tust cocese cvnel 4‘07'—‘ ahe 2l corve
Agocenw Ao tuve /4«&0147/{(, evifryed A s e A sy,
Rbice don? yom 7 Areee 2 A 7{/ e N R A Ay A Ut e
QPN ol oA 47 GOt Mo bwve rteat s do v QK otl e
weirng a Lot of fen we (’*‘/UM/ VA PN chavge Hhat an2ls Lo
[ 210 AU M) yior Rorii PR Qlevnise bikooas ot 29 Hiom o
ntay le waaicy o Lot You tong o core Rorme - ,//,(,/.,‘,,L/
tuzns e [rvs(/ new avel Merne wvzld zclwa,y,, e 7Md twrebzonee
S nty yon Y Py Mar oorn/ wen 2 ﬁ/fm, Managpe
. '.'. 2hatl fo cend ne o ad7Aev /x crcel Prlecs tICek @Qricl
i R L e Aelpy rpon on S a /cw s e
CHpRctrng  PuessI 0/ ./(dr,tc{/ d%n/(/ eyl wtll b2f you /énﬁuf
Pl ] s e, (ﬁ}btc /akf,,{g
28974 Ad ,‘élffu/, S el e PP P A {ﬂ//(‘_

{e '-'Tt/r  Jo 2pin

2
ek wp, ol g, cveaty Ty ufzt/'&ac(//‘w7»f/
/,

PN S

tyetleant

Message in the above : —
Battleship Temeraire returned to port badly damaged. All sworn to

secrecy.

© Crown Copyright
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4. Pwmnpricks, Scratches ov Indentations.
Particularly look for indentations on either or both sides of an upnght letter

Note that if a pinprick is made through the ink of the letter it is only visible
by holding the paper to the light. This 1s the best method as a pinhole either
above or below a letter may be seen when reading the letter in the ordinary way

Comment—This 1s similar to No. 3. Sometimes a pinprick in the vicinity
of a figure in the date, or in the body of the letter is sufficient to give the key to

the message in the letter.

Indentations may be semaphore signs

[lustration No. 10 shows semaphore signs made in this manner.

IHlustration No. 10

SEMAPHORE BY INDENTATION

llsed l-y Vo Brilish Pridorien of Wear in Jerma ny

Jhe indented J/za/—:ea are made ol e (Bt

To read, the receiver darkhens the vierface /eaz-z'n? nr/y

W D w':lqw.
z:a»uftlo:: :
ot St ot
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5. Freehand drawings of all kinds. 6. Unusual or little-used forms of shorthand.

Comment—These must be examined for the introduction of writing in trees, All shorthand letters must, of course, be read.

etc., or Morse or other signs in the lines of the drawing. . -
Comment.—See former note (p. 5) regarding someone who knows shorthand

Illustration No. 11 shows a fashion plate in which a system of Morse (not the systems. There are many more systems than people think, and a collection of
usual dot and dash) has been introduced into the embroidery, etc., of the dresses. text books of different systems in all languages 1s useful as anyone knowing
: shorthand can easily learn sufficient of another system to read it.

See illustration No. 5 (p. 8).

lllustration No. 11 7. Accounts or sums in various forms.

These may take the form of children’s sums, or accounts of expenditure on
A : : I
any particular subject, or household accounts.

Comment.—These are often figure Codes. The totals can usually be dis-
regarded as they are frequently used as “ blinds ”.

[llustration No. 12 shows a figure Code put into the form of children’s sums.

Illustration No. 12

Nt N
-

¢
to—

Message in the above :—
Ten troop trains left here today. West.
The method is to use the ordinary set of dominos to represent (in some pre-
arranged order) the letters of the alphabet. This is the simplest form. Many
variations are possible.

Key—

2
J

4 E 1/6

Domino  of1 : 5 2 I
f 0 120 (0]

I
A - » » - T ) ~ 5
Message.—(In figures 1, 2 and 3). Alphabet Z 2 S R

Heavy reinforcements for the enemy expected hourly. Domino  2/2 6 4/4 4/5 4/6 5/5 5/6

(In signature in French shorthand)— Alphabet N/ - A L

Before Arras. the 6/6 can be used as a ““ blind ".

(3842
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8. Manuscript music.

Corment—This must be tested to see that it is genuine music and not a
symbol code, using the musical notes as symbols.

0. Marked string (used sometimes to tie small packages enclosed in letters) hand
embroidery or coloured beads enclosed in a letter.

Comment—String marked (or knotted) at irregular intervals is probably a
code based on a piece of card divided vertically into spaces to represent each
letter of the alphabet around which the string is wound and marked line by line
to spell out the message. To read it the piece of string has to be fitted to a piece
of card the same size. Look for any accidental crease in the string which may
give the width of the card! Failing that it would have to be worked out by
measurements.

Hand embroidery may contain Morse in the stitches

Coloured beads can be used for a “ Colour ” code

Ilustration No. 13 shows the string method.

[llustration No. 13

KLMNOPQRSTUVWX

AT AT AT D VA e 2 m:"'“"ﬁ
s W70 oy I T i

=
=4

C'-.-,J ¢

T
N

Message in the above : —
First chance to see you.
10. References to religious texts, extracts from the Bible or other books.

Comment—All extracts must be verified. Texts and Chapters from the
Bible are sometimes used merely to introduce figures in a form not likely to
arouse suspicion. The figures of Chapter and verse may be the key to a Code.

11. Printed maps or printed drawings enclosed n letters.

Comment—Morse can be introduced into the heavy lining in the print such
as tram lines, etc.

[llustration No. 14 shows part of a map enclosed in a letter with Morse so
introduced.

© Crown Copyright
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Illustration No. 14

~arP

SRV i

The morse letters had to be transposed 11 positions forward

The message in German when translated read : —
Oil has arrived, everything is ready.

Gustav available for the appointed day.

12. Unmintelligible letters

Sometimes these are only made to look difficult by the introduction of an
unnecessary syllable into every word which has the effect of making it look
Jike an extremely uncommon language! Such for instance as the introduction
of ERG into the word “ hostile air craft”. This would become ™ hergostergile
ergair crergaft .

Sometimes they are letters written in three or four parts (the first word
from the letter on the first part, the second word on the second part and so on)
and sent to different intermediaries so that each part in itself does not make
sense, and it can only be read when all the parts are received by the several
intermediaries and put together.

Ilustration No. 15 shows 4 parts of such a letter.
Illustration No. 16 shows a sample of the unnecessary syllable introduced
into words.

[llustration No. 15

We the and enquiries no story transports leave
week stated in We confirm or our closely am be
Things difficult if delay you reason.

have port have suggested confirmation you are
within but to about will this wire men watched
afraid caught are for there in will
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3 14. Stamps.

been vou made There of mention due the four be Enclosed in letters or peculiarly arranged or mutilated (i.e., the teeth of the
a try and you are and some very getting us is stamp cut or the stamp perforated in some peculiar way) or arranged in colours
sending understand. or numerical values.

Comment.—The cutting of the teeth or otherwise marking them may be used
for any of the various known stamp codes; for the introduction of Morse, etc.
to mentioned the is the No to next are leaving
fortnight to write All being I may soon. very
and any reports the

When it becomes known that the Censorship is making the sending of
messages difficult, the less obvious kinds will be attempted.
The discovery of these is much more difficult but it will help the examiners
We have been to the port you mentioned and have made the enquiries to bear in mind the following possible methods : —
suggested. There is no confirmation of the story you mention. No trans-
ports are due to leave within the next week but four are stated to be leaving
in about a fortnight. We will try to confirm this and write or wire you. 15. Secondary meanings.
All our men are being closely watched and I am afraid some may be caught
very soon. Things are getting very difficult for us and if there is any delay
in sending reports you will understand the reason.

The message sent in the above 4 parts when put together reads as follows : —

These are generally references to current affairs hidden under general
phraseology which, however, will be reasonably clear to an examiner possessing
a general knowledge of current events. By this method attempts are generally
made to convey prohibited news such as the location or extent of damage by
air raids, etc.

[llustration No. 16 Comment.—Illustration No. 17 is a rather crude sample. First there are
references to the writer's “ queer writing " which immediately arouses suspicion.
Then there are certain words with marks against them. The letter conveys
several pieces of news by this method, and by secondary meanings.

(See next page)

F&o7.

Message in the above. (After taking out the unnecessary ERG syllable and
allowing for bad spelling) : —

You will have to guess because the M.O. can talk the lingo as good as
me but I will take a chance on this. There was a hostile aircraft flew over
here the other day and the guns were working overtime but they missed
every shot. He did not drop any bombs.

13. Chess problems, bridge problems, acrostics, etc.

Comment—All these must be verified. If they are not genuine chess
problems the possibility must be borne in mind of the chess board being an
agreed size to fit a map of any particular locality, and the position of the pieces
conveying information regarding the actual positions covered by the different
Chessmen.

© Crown Copyright
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lllustration No. 17
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Wllormner bt ] Conmme ho feacw
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x L le ~ [{(‘_ > /1. JA f‘(,_z = A A

['cs 7 /9{ oAl L ! .u‘ / ,,w,k.' /L .L{ /»y /..“/

7 d
s-(-‘7 A_ne L(,/<.<~~} A ./,(Lf ,\»(4,,(/} rrl vl

/ / L
CPIRGRER e v A S bofiers. “‘*7
” /:_ ./’ (( /7 /‘;1 71/\‘ ' 'Kr..,/n-\q‘.
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Suggestion that
letter contain hidden

J message.

our troops holding
their own
many troops
- landed 1n
Gr

Roumania in.
Overrun by Huns

food awfully dear

boys gone from

towns

married men up
to 41 years

pushing goes
into Fathevland

/\‘l'a'f) /)I‘LZ\‘.\IH‘('

going havd

means raid by 6 Zepps
on Scarborough. 2
brought down

means Germany asks
for peace terms

The method is partly
secondary meanings
and partly the use
of every third word
commencing at a word
which has a slight
mark in front of it
There is a mistake
in the ‘married men’
and the ‘keep pressure’
sentences but the
meaning seems to be
clear.
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10. Methods where certain words or letters at given distances or certain distances
from one another are significant.

The rest of the letter is filled in to make sense. Frequently the words
do not read very naturally and there is a sense that they are “dragged in”.
The significant words or letters themselves may appear slightly different from
the rest of the letter as they will have been written first and the remainder filled
in afterwards, causing them to appear darker than the rest, or even lighter
if they have been written first and blotted before the rest is filled in. There is
also frequently bad spacing as it is far from easy to fill in the remainder of the
letter and make it natural as regard spacing.

Comment.—Illustration No. 18 shows significant letters at regular intervals
(and incidentally demonstrates the misspacing mentioned above).

Illustration No. 19 shows the system of using every eighth word. Notice
the insistence on the figure 8 in the text of the letter.

Tlustration No. 20 shows a method where the initial letter of each line read

downwards and then the last letter of each line also read downwards are
significant.

Ilustration No. 18
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UYL 0 ARrred MMV// e dontuavm : He Ceeps s ofAe gty
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wo ariother LeMer ' (!/m M?’P%{/M “[”"7”
2w I dontl COPLiar Ao e hmit Gof exocdix
A brnd of kil s "

govd At im. He are ofol maﬂnqthy wrnf nacely alfo’ |

|

row as Hings ave of 4o modnakly hard 4o gef oo |

|

My cxcpect Ae wndl o At cnbile rnceek abard whon he rehrer sl

(See next page)
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Tlustration No. 18—continued
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[llustration No. 19

Dear = . ;
WWMJ or Y A
mg./«;;ya/ag/ Sy D Aem a5 our o1 pal 44;//?;@
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Bl ok By did Gepre, )tk Kb 8 lmponry ud i s necissary @ Regs
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Auts. 'al& oud v sl disiedd b vads must <., JE 1AL B
et 4 »:,-rﬁ- Wﬂéaf—uhwwwafn/ﬁaw
frr/mv‘foldatuay.dt/.fé -:(dd,a.. nM/m%.of«M
#o% F Loe J/haec Mw«a-vnm«é,cm;}wa,uw
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qulud A A el TR AL Cirr £ 5 oy Aol mdect
feie MMMWW m(&w«u Mw4Wd/4"P\‘—M

Message in the above : —

Today five troop trains, many machine guns and ten large guns passed
through Bruges on way to West front.

© Crown Copyright

Message in the above : —

I receive twelve paper Turkish pounds a month. Owing to the increased
cost of necessary foodstuff this is not sufficient to enable us to live, etc. (The
rest of the message was in the continuation of the letter but it is not necessary
to reproduce it all here. The above is sufficient to illustrate the method.)
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Illustration No. 20

Moo uwm 9 Yaa- /4 fRanchir 317
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['he message conveyed in the above letter by using the first letter in each
line and then the last letter in each line is: —

Put marks under letters if the old method is discovered. Send report.

17. Awkward or unusual phrasing generally.

~ This is usually some method similar to paragraph 16 above. It is often also
a sign that the writer is not using his or her own language.

18. Unnaturally broken words or misspacing.

Sometimes this is done with such care that it is not very noticeable but there
i1s almost certain to occur an instance (or perhaps more than one) where the break
is very noticeable and will arouse suspicion. Sometimes, if it has not been pre-
arranged there is a clue in the first letter such as mention of the writer “ breaking

his word ” or about ““ gaps in his correspondence .

© Crown Copyright
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Comment.—Illustration No. 21 shows a clear reference to the broken word
but even without this clue the very noticeable break in the word “ goes ” towards
the end of the letter should have aroused the examiner’s suspicion.

Illustration No. 22 is the similar method but perhaps not quite so noticeable.
Here the letters standing alone form the message.

Illustration No. 23 although it might come under the same heading as the
unintelligible letters (p. 17) is put here because the misspacing immediately
suggests some column or square method of writing. It is actually a “ grille ”
code and the illustrations show the grille in its different positions so that every
word on the card is readable. The figures on the side of the card—r, 2, 4, 3—
give the order in which the grille has to be placed.

Illustration No. 21

R W
Zons. brmamoufo/iumé'o&
nading o party of pure. Sur old bio ik peak- fan
and Sl . Mﬂwqm«ww'wﬁ
as &ZWM.%“WU%
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fond Arwe awd Gl wa wlen gn hace got P
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hace W eewek [Thws aud Kol Amve tof Aast o Hug

-*vr‘w Soes ARe W? /0&4.4; 7

Mywmmma%m

Message in the above : —

In future take centre word, then first and last of each line. So on.

Secondary meaning—the references to hunting refers to the war. Hounds
means ‘ troops ”, etc.
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[llustration No. 23
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See below and the following 2 pages for the correct reading of this card

Message in the above : —

No Red Cross Mission has ever been near us. Our Doctor has no drugs
orinst... (The continuation of the letter contained the rest of the message.)

P

FIRST POSITION

© Crown Copyright
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Lllustration No. 23—continued
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SECOND POSITION

e l
ki
]

=

THIRD POSITION

© Crown Copyright
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Tllustration No. 23—continued

FOURTH POSITION
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19. Different formation of certain letters.

This is difficult to discover if it is well done and can only be found by
comparing certain letters all through the communication to see if they are
sometimes differently formed.

Comment—This may l)c used to convey Morse signs particularly in the
method of dotting the letter *“i” or crossing toe “t”

[t i1s sometimes used to (lld\\ attention to the particular letter which is
differently formed.

Illustration No. 24 shows a very careful way of doing this. Some of the

letters (which are capable of it) have a slightly turned back hook—like the letter

“w” on the second line of the letter in the word “ following ” and the letter “y
in word enquiry on the next line and so on. Other letters—like round letters “a ”
etc.—are shghtly thickened.

[llustration No. 2
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Illustration No. 24—continued
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The message in the above letter 1s: —
“ Away from here very shortly, idea is to get nearer. Will send result
as soon as poss. [s this legible ?
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Hlustration No. 25
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20. Unnaturally emphasized up or down strokes or curved strokes at end of
words.
There has been a case where these occurred at the beginning of the word
but it is more generally at the end.

Comment—These usually point to words above or below as 1‘(~(]1111‘v<l—1mt
necessarily on the next line, it may be two lines above or below, or even more.

Ilustration No. 25 shows this method.
The method here is to take the whole word before any word which has an
unnecessary finishing “ tail ” as in “ have ” in the first line.

The message therefore starts “ I mailed a letter ”, etc.

21. Excessive introduction of Christian names.

Comment.—See next item (No. 22)

© Crown Copyright
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22. Reports of health when unduly emphasized and relating to many different
members of the family or friends.

Comment.—If these Christian names and reports of health appear to be
excessive they may be an arbitrary Code where harmless sentences have pre
arranged meanings. It might be useful to rec ord some of the suspected sentences
for future reference. Sometimes even contradictory reports may be found
concerning the same people. ' §

23. Incorrect Dales (2.e., noticeable difference in date of letter and date of posting)
or alterations in dates or other figures.

Comment.—This sometimes occurs when a letter is written in an enemy
country and posted in a neutral country, or the figures themselves may be the
key to the Code in the letter.

The examiner will get a good idea of the style o1 standing of the writer of a
letter from its construction; the address; the kind of paper used; the hand-
writing and, perhaps more important still from a general “ feeling” whether
the letter is as it appears to be or whether there is a suggestion that something
else is meant to be conveyed by it.

Suspicious letters without an address naturally become more suspicious.

Many simple methods of code are adopted in quite innocent correspondence
when it becomes known that each letter is being read by a Censor and some-
times codes are adopted to annoy the Censors, or even to insult them, but that
must not prevent any letter, however, innocent it may appear to be, being
submitted for testing if it contains any of the signs or indications mentioned.

One of the most difficult methods to detect is the purely arbitrary code
where a pre-arranged meaning has been adopted for quite proper and usual
words. There is frequently, however, even in these letters a strained sense in the
wording or phrasing and here the examiner will have to rely largely on his or her
own common sense and intuition in arriving at the conclusion whether the letter
may contain more than is at first apparent. If it raises the slightest suspicion in
the examiner’s mind it is best to submit it for further examination rather than
risk sending it on, and here again the examiner should be reminded of his or her
responsibility in arriving at this decision.

The number of methods possible to convey information is illimitable but it is
in the use of the method that the danger of exposure lies. Unless done with
extreme care it will invariably show some weak sign somewhere which will arouse
the examiner’s suspicion. The astute examiner will soon discover any forced or
unnatural wording or something odd in the writing which will make him hesitate
to pass it and so may lead to the discovery of some secret message being sent
under cover of ordinary wording.

Briefly, look for the weakness in the use of the Code.

It is useful to cultivate a good memory as a sentence in one letter which
only faintly aroused suspicion may occur again and lead to the discovery of a
method hitherto unknown.

A knowledge of current events is useful in detecting the secondary meaning
letters.

Slang and coarse expressions (which are not Code) are often obscure in their
origin and meaning and difficult to understand but they should not be passed
until read by someone who can understand them. Most regiments have “ nick-
names * which might be used for giving locality when such information is for-
bidden.

Ostentations display of sentiments which a patriotic Censor might be
expected to approve, or sometimes “ sob-stuff ” (about imaginary sick beds and
deaths) designed to move the Censor’s heart may be suspect on the ground that
the writer is very likely using a pseudonym or a false address

3842)
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BIBLIOGRAPHY

As regards books on the subject of Cryptography, in most of the important
Libraries and Museums there are usually many publications going back to quite
early days—even as far back as 1518.

Kliber's Kryptographie.

Fleissner’s Handbuch der Kryptographie.

Hulme’s Cryptography.

Delastelle’s Mathématiques.

Myskowski’'s Cryptographie indéchiffrable.

and other similar books will give a good groundwork and articles in
Encyclopadia Britannica and other similar reference books will help.

There are modern books also on the subject but they mostly refer to these
earlier books although they are well worth examining because they give more
modern mathematical methods of deciphering numerical ciphers.

In modern censorship, however, the numerical ciphers are not met with so
much as the more subtle methods of attempting to get information past the
Censors—the writer knowing full well that every letter is-examined, and that
anything in the nature of a cipher would be obvious at once and certainly would
not be allowed to go on even if it could not be read easily. :

12/30 W.O.P 3842
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